
   [image: Cover: The Ruby Circuit: A fast-paced techno-thriller by Martin G. Ljungqvist]

   
      
         
            Martin G. Ljungqvist
      

            The Ruby Circuit
      

            A fast-paced techno-thriller
      

            Translated to English by Joseph A. Davis
      

         

         
            SAGA Egmont
      

         

      
   


   
      
         
            The Ruby Circuit: A fast-paced techno-thriller

             
      

            Copyright © 2021, 2025 Martin G. Ljungqvist and Saga Egmont

             
      

            All rights reserved

             
      

            ISBN: 9788727311104

             
      

            1st ebook edition

Format: EPUB 3.0

             
      

            No part of this publication may be reproduced, stored in a retrievial system, or transmitted, in any form or by any means without the prior written permission of the publisher, nor, be otherwise circulated in any form of binding or cover other than in which it is published and without a similar condition being imposed on the subsequent purchaser. It is prohibited to perform text and data mining (TDM) of this publication, including for the purposes of training AI technologies, without the prior written permission of the publisher.

This work is republished as a historical document. It contains contemporary use of language.

             
      

            www.sagaegmont.com


         Saga is a subsidiary of Egmont. Egmont is Denmark’s largest media company and fully owned by the Egmont Foundation, which donates almost 13,4 million euros annually to children in difficult circumstances.

             
      

            Vognmagergade 11, 2, 1120 København K, Denmark

         

      
   


   
      
         
            For Charlotta and Max
      

         

      
   


   
      
         
            Prologue
      

         

         Alex can feel that something isn’t right the moment he opens the door and steps over the threshold. The brown work table in the middle of the room – the one that the whole team shares – is bare. It’s all gone. Not so much as a single wire remains. For a moment, he cannot breathe.

         There must be some logical, natural explanation for this. His gaze sweeps over the room, searching the bookshelf, the window sill and the desks along the walls. His banjo and his thinking cushion are right where he left them under his own desk, and his stack of important papers is still perfectly flush with the edge of the table top. Ming’s desk, under the Iron Maiden poster hanging on the wall, holds a single book. As usual, Joakim’s desk is a mess of tea mugs of various colors and tall piles of paper that look like they could tip over at any moment. All their computers and papers remain untouched. He paces the room, searching frantically, but is soon forced to admit that what he is looking for is nowhere to be seen.

         Alex is usually the first one there in the morning. Joakim and Ming haven’t arrived yet; they tend to show up half an hour later.

         Alex’s thoughts are a whirl. Where could it be? What could have happened? Could Joakim or Ming have conducted some experiment of their own that required them to move it? Hardly. They would never do that kind of thing without informing him.

         Could it be Kent? But he doesn’t have a key. He can’t get in unless Alex or one of the others lets him in. He never really needed a key to come and go during the day, with the long days Alex, Ming and Joakim usually work. Evenings were never a problem either, for that matter, but he shouldn’t be able to get in late at night. Besides, Kent is away on a job in Denmark.

         Could it be the cleaning lady? Alex has to know what happened. The situation is overwhelming him. His entire field of vision fades to white, his hands seek the support of the tabletop and his head sinks between his arms as he hyperventilates. It feels as if every molecule in his body is about to explode. How long he stands there, he doesn’t know. At least five minutes, maybe ten. As soon as he has recovered, he fumbles with the clasps of his briefcase, throws it open and hastily pulls out his cellphone. After two rings, Joakim answers.

         “Mornin’,” Joakim’s tired voice says on the other end.

         “It’s gone!” Alex cries.

         “What’s gone?” Joakim asks, dizzy with sleep.

         “It’s gone!”

         “What?” Joakim says sleepily.

         “The Ruby! It’s not here!”

         “Is this April Fool’s Day or something?”

         “Do you know where it is?” Alex says, his voice rising with frustration.

         “Isn’t it at the office?”

         “No!” Alex shouts into the receiver.

         The line is silent for a long moment.

         “Get here as fast as you can,” Alex says and hangs up.

      
   


   
      
         
            THURSDAY
      

         

      
   


   
      
         
            Chapter 1
      

         

         The scream is so piercing that it can be heard all the way out to the lobby. “How on earth could this happen?” Marlene Fors is beside herself with fury. She rises behind her imposing desk of solid hardwood, suddenly seeming to tower over the computer, the small pile of papers, the silver and gold pens and the water bottle decorated with dollar signs. The sun shining in through the large windows behind her turns her into an ominous silhouette.

         Desiré, perched nervously on the edge of the visitor’s chair, looks up from the paper she is holding and stares wide-eyed at her boss. “I don’t know what you’re talking about,” she says cautiously.

         “The money is gone! What is going on here?” Marlene demands shrilly, her voice involuntarily climbing into the falsetto range. “Over a hundred million crowns!”

         “I don’t understand,” says Desiré.

         “Damn it, you’re the one who made the transfers! It’s all there in black and white.” Marlene nods toward the paper in Desiré’s hand.

         “Oh Lord, what are you saying? I haven’t made any transfers this big. Besides, all transactions are verified by two people.”

         “On Tuesdays I’m the one who approves transactions, but I haven’t verified these!” Marlene says, beside herself.

         “There must be some mistake?” Desiré says, meeting her gaze.

         “Mistake?! Don’t you hear what I’m saying?” Marlene glares down at Desiré.

         “All our liquidity is up in smoke! It’s a catastrophe! We’re going to get fired, all of us! I’ve double-checked with the bank, and the money isn’t in our accounts anymore. This is serious!”

         “I didn’t make those transfers,” Desiré stammers, burying her gaze in the paper again. “I don’t understand. Here it says that it was me … and that you verified them,” she adds quietly, looking up at Marlene.

         Marlene breathes heavily, her eyes darting around the room as if searching for answers. The oil painting on the wall has none to give.

         “I expect you to fix this,” she says. She looks squarely at Desiré, scrutinizing her as if she expects to find the stolen money hidden in the depths of her eyes.

         Desiré stares back at her in surprise. After a tense silence, Marlene points toward the door. Desiré hastily rises to her feet and hurries out of the room.

          
      

         ~ N ~
      

          
      

         A colleague greets Desiré in the corridor, but she barely notices. Her mind is racing. She was on her way to the coffee machine when Marlene called her into her office.

         Desiré flees to her own room and takes a seat at her desk. Any thought of coffee is long gone. Her eyes lose focus, and she stares off into space for an indeterminate length of time. Why is her login name on the paper when she hasn’t made the transfers? She has never made such a large transfer in the almost thirty years that she has worked at Multitobak. It can’t be right.

          
      

         ~ O ~
      

          
      

         Marlene paces restlessly in her office. What is going on? She hasn’t verified those transfers, and the amount of money is frankly ridiculous. And Desiré also denies involvement. Marlene feels a tension building in her temples and sits down with her head in her hands. Her tension headache intensifies. When she came into work this morning, she was so pleased with the quarterly report. The bottom line was going to look exceptionally good, with nice black numbers in all the right places. Now it is going to have a great gaping red hole. She can hardly bear to think about it.

         When she spoke with the bank earlier in the morning, she begged them to reverse the transfers, but they just said that it was impossible and recommended that she contact the recipient directly. They also pointed out that they had received an e-mail from Marlene herself saying that they needed to temporarily raise the transfer limit due to the acquisition of a foreign tobacco supplier. Impossible, Marlene thinks, I haven’t sent any such e-mail. Why would the bank say such a thing? Out of pure desperation, she asked them to freeze all their accounts until further notice. Am I losing it? she wonders.

         Marlene looks at her copy of the printout and wonders who the recipient could be. A few keystrokes at the computer show her where the account number leads. She prays a silent prayer that she has misread the text on the glowing screen.

         The account is in a bank in Dubai. It feels as if she is sinking down into a deep hole. Those funds were meant to be used to pay short-term debts, suppliers and regular expenses. Suddenly they have no money to work with. She is going to have to call an emergency meeting and ask the suppliers for a deferral of payment. And she also has to write to the bank in Dubai to tell them that something has gone wrong, unbelievably wrong, and that they have to contact the owner of the account and request that the sum be returned. But of course, it’s not even certain that the money is still there; it could already have been transferred somewhere else.

         We are never going to see that money again, she thinks.

      
   


   
      
         
            Chapter 2
      

         

         The morning sun is shining in the east, warming his right side as his red motorcycle growls its way toward the peak of Västerbron Bridge. The greenery of Långholmen Island stretches out thirty meters below before giving way to blue water. Roger Tross loves the elevation and the wind in his air.

         The water glitters below him, and from this height he sees no waves. Still, the water makes him think of Anne, despite his best efforts not to. The accident cannot be undone. One thing is sure: he is never going near the isle of Möja again. What he suffered there was among the worst things he has ever experienced. Roger is usually quite stone-faced, with a hard, unmoved expression, but when he thinks about Anne, something in his eyes changes, something that only his closest friends notice. In those moments, he’s back in the living nightmare of cold water and swirling bubbles.

         For a long time after the accident, he couldn’t handle an ordinary swim in the ocean, and he still has a hard time with seawater. As a trained Coastal Ranger, he sometimes gets some flack for this, but he doesn’t care about that in the least. The sorrow after the accident was bottomless and merciless. His life was like an endless night. Roger blamed himself, and he still has days when keeping his thoughts under control is an exhausting struggle.

         Even if he has a hard time with seawater, there’s a difference between being in it and gliding over it in a boat. After his father’s death, Roger inherited his parents’ boat. It had been his father’s chief hobby, and it was an honor for Roger to receive it. It’s an old, pretty wooden boat with a motor, and he has fixed it up himself. Sometimes he takes it out when he needs to relax.

         Maybe this weekend he could take a boat trip with Susanne, the woman he met at the motorcycle club party. The two of them talked all evening before finally exchanging numbers. They’ve had coffee twice since then and chatted on the phone a bit. He doesn’t know if he’s really ready for a fresh start, but there’s something warm and open about her. This weekend he’s going to charm her with his knowledge of the archipelago.

         After the bridge comes the neighborhood of Kungsholmen. As Roger approaches his office, his thoughts stray to his boss. They are not pleasant thoughts. He thinks the quality of his work deserves some recognition, but she left him humiliated after yesterday’s meeting. He came dangerously close to losing his temper. His boss is a terrible listener who pays little attention to detail. He should feel bad for her, really, since she doesn’t know any better, but yesterday he couldn’t suppress his rising frustration. Situations like that make Roger think of his boss’s nickname, “Hell” – a convenient shortening of Jane Hellberg. At least the anger is good for keeping in shape, since it makes him push himself even harder in the gym. Yesterday’s workout was fantastic.

         Arriving at the main office of the Swedish Police Authority, Roger goes straight to the digital forensics department. It smells of coffee, as usual. He says good morning to his colleagues Lina Pedersen and Mikael Andersson on his way to his desk in the open-plan office. As usual, Roger has a dark blue polo shirt on. When it comes to such things, he is a creature of habit.

         On the desk is a computer monitor and an antique shortwave radio – the same model that the spy Stig Bergling used back in the old days. This is not an homage to the famous spy, but rather a reminder: the criminals out there are only as good as the technology they use. For better or worse. Next to the radio is a golden egg that he received from the parents of a young boy whose life he saved in the line of duty before he made the transition to digital forensics full time.

         Roger loves his job as a digital forensic technician at the National Operations Department of the Police. He never knows what will pop up next – no day is quite like another. In that way, his inner love of routine is constantly challenged.

         He doesn’t even have time to sit down before his boss comes gliding toward him across the office floor like a black fish on the bottom of a fish tank. Jane Hellberg is a tall woman who was probably in good shape once upon a time. The black blouse she has on is a contrast to her pale face. Roger tends to think that the sharply pointed rims of her glasses reflect her personality.

         Jane demonstratively drops a pile of papers onto Roger’s desk. “I want you to look at this case.”

         “You know that I have a crapload of work to do,” Roger says with his usual frankness.

         Roger is known for always saying exactly what he thinks, regardless of who he’s talking to – boss or not.

         “This has top priority,” Jane says, tucking a lock of her short, ash-blonde hair behind her ear.

         “If you say that, then what I’m working on now is going to be delayed, just so you know,” Roger says, picking up the stack of papers and flipping through it.

         “Get on this immediately. If work isn’t too hectic today, maybe we’ll have time to have lunch at the Plum Tree.”

         Jane walks off without waiting for an answer. Roger dismisses the lunch suggestion as a poor attempt to smooth over their conflict. He quickly skims through the pile of papers. At once he sees that this is no typical case. He’s unlikely to have time for that lunch. The more he sees, the more perplexed he feels, until at last he is just staring at the papers, dumbfounded.

         The first page is a copy of a police report about a data breach. In itself, that’s nothing out of the ordinary. There’s rarely money involved, and when there is, it’s usually smaller sums. It’s often just some hacker testing to see if it’s possible to exploit a loophole they’ve found. Sometimes there’s an element of protest against something. The police report in this particular case was apparently filed by an employee of the long-established company Multitobak.

         Roger gets a strange feeling in his stomach. He looks at the amount again. There must be some mistake. Over a hundred million crowns have disappeared from their account without a trace. If the numbers are correct, it’s definitely a record.

         He flips through a few pages. There are copies of printouts from the company’s server. Usually, such documents can give Roger a good indication as to where he should start looking. This time he doesn’t see anything obvious.

         Roger begins formulating various hypotheses in his head. His first thought is that it could be an inside job. Either someone who has clearance, or someone who doesn’t have it but who managed to get past the system. It could also be someone from the outside who got past the security system. Regardless, it is likely a question of data breach and computer fraud. The question is which scenario is the more strategic place to begin his investigation.

         Roger goes over to Jane’s room and steps inside.

         “Have you called the Guinness Book of World Records?” he says with a grin.

         “What, have you solved it in record time?”

         “There’s not a lot to go on here, nothing special in the printouts. You don’t have anything more I could look at?”

         “You got everything I have. Naturally they’re upset over there, and as I’m sure you understand, it’s all under wraps as usual. You’re just going to have to do some digging.”

         Back at his desk, Roger looks up the address to the main office of Multitobak. I may as well go pay them a visit, he thinks and heads off on his red motorcycle. He takes the bridge across the blue waters of Lake Klara, then takes a few turns through bustling traffic. It’s a bad time of day. At last he finds a suitable parking spot for his motorcycle. Just ahead of him looms a colossal office building that he recognizes. The Skandia building, it was called once, and the Thule building before that.

         A shiver creeps up his spine. It was here, on the corner of this very sidewalk, that Prime Minister Olof Palme was shot late one Friday evening in February, 1986. The place is marked with a memorial plaque inlaid in the sidewalk. Even if it was before Roger’s time, he has heard that this building was also the meeting place for the resistance movement during the Cold War, as it has many entrances and underground culverts. This kind of thing tickles his fancy.

         So this is where the old tobacco company has its office, Roger thinks as he reads the signs and then presses the button for the elevator. He thought that they would be in the historic Matchstick Palace, but well, modernization has a way of catching up with everything. The elevator takes him up into the building.

         In the lobby of Multitobak, he asks for the finance manager and shows his badge. The premises have been renovated and decorated in a modern style in the midst of the characteristic 1940’s architecture. He is shown into a hallway. Along the way, he sees a large terrace through the windows before finally arriving at a bright corridor where a woman greets him with an extended hand.

         “Marlene Fors, finance manager.”

         “Roger Tross, National Operations Department.” When he sees her questioning look, he explains, “Formerly known as the National Crime Unit.”

         “All right. I’m glad that you could come.”

         Roger closes the door and takes a seat in one of the padded chairs. Marlene has pale skin, prominent cheekbones and dirty blond hair in a short page cut that stops just short of her ears. She is wearing a dark blue blouse with an irregular flowery pattern, and she gives a calm and collected impression. He thinks that the pattern of the blouse doesn’t do her justice. She has a pretty smile and doesn’t look like someone who uses tobacco products herself. He asks about the data breach.

         Marlene regards Roger with a steady gaze and begins her story in a low voice. “One of my colleagues discovered the very awkward fact that a large sum of money is missing from our accounts, mostly from the parts of the corporation that distribute tobacco products.”

         An astronomical sum of money, Roger thinks.

         “This transfer should never have taken place – we didn’t plan it. It’s extremely strange, and the money seems to have gone to an unknown account in Dubai.”

         “Not good,” Roger says. “United Arab Emirates tends to be a stickler for secrecy, which makes information exchange a bit difficult.”

         “The culprit could either be someone from outside, or someone within the company – it’s impossible to say yet. So we chose to contact the police and to launch an internal investigation at the same time. I’ve also contacted the company that designed the financial system that we use, but they claim that there’s nothing wrong with their product. All the accounts have been double-checked, and I am sure that there’s no accounting error or other mistake. On top of this, the bank claims that I have sent an e-mail asking them to temporarily raise the limit for transfers, but I haven’t done that, and I can’t find it in my sent messages either.”

         “I understand. We’ll look into this. Does your company have any enemies? Rivals, organizations, suspicious persons?”

         “None that I could believe would be behind something like this,” Marlene answers, her voice trembling. “Please, we need your help. Hundreds of jobs are on the line if the money isn’t returned.”

         Marlene twists a pen back and forth as she speaks.

         “I need access to your financial system’s server,” Roger says.

         “I understand. I’ll arrange it at once.”

         After yet another corridor walk, Roger is introduced to the supervisor of the IT department, Johan Wihk. Johan has a firm handshake. He seems like a strong man with both feet firmly on the ground. A blond crew cut decorates his scalp. Roger explains that he needs more information from their server in order to investigate the case. Johan Wihk is well aware and nods in confirmation.

         “Of course we’ll arrange it. I hope that you understand that the information stored on the server is very sensitive, as it handles the company’s financial system,” he says, meeting Roger’s gaze squarely.

         “I’m a police officer, and I’m here to help you find out about what has happened,” Roger says, thinking that this should go without saying. “You don’t need to worry, I’m not going to gossip about the size of your snack budget.” He smiles pleasantly but briefly.

         “Good,” Johan Wihk says, not cracking the slightest trace of a smile at the joke. “We’ve checked all our servers and work computers. No trace of a virus or any other malware has been found. All the certificates have been checked. We have the country’s safest IT system and the best firewalls that can be had.”

         He looks at Roger as if expecting a reaction, but Roger just looks silently back at him.

         “All right,” Roger says at last.

         “I’ll get a technician who can show you,” says Johan Wihk.

          
      

         ~ N ~
      

          
      

         Roger greets the computer technician, who gives a fairly nervous impression; his eyes seem to be checking every corner of the open-plan office at the same time.

         “Would you like a coffee or anything? You’re a police officer, right, so I thought that you’d like some coffee. I’m already on my third cup myself,” the technician says, staring at Roger.

         “No thanks, I’m fine.”

         The two of them have a seat at the desk, which holds a stack of papers, a keyboard and a computer screen. The technician explains that from here, Roger can get at the information that could be of interest for the investigation. First Roger flips through the stack of papers, which consists of printouts of long lists from their financial system. The technician points out one passage as particularly interesting.

         “Here’s the statement from the strange bank transfers,” he says. “We also managed to get a log from the bank’s system.”

         A few rows are circled in pen. They all have dates from the last few days.

         “They look like the other transfers in the bank system,” Roger observes. “Someone seems to have executed and approved them. Can’t you see who it is in your system?”

         “Well, yes, it’s the same with all the transfers,” the technician says, pointing at a list.

         Roger follows his pointing finger.

         
            LOGIN 09:26 DESKA
      

         

         Roger assumes that this is the username of one of the company’s financial people.

         “Do you have a log of the IP address that was involved in the transfers?” he asks.

         This is the natural place to begin his search. Every unit that connects to the internet via Internet Protocol has a numerical address. If the perpetrator hasn’t made the effort to hide his or her digital footprints, this could be a short investigation – though that is a big “if”.

         The technician gets to work on the keyboard. “We should be able to arrange that,” he says, his eyes locked on the screen.

         Endless rows of numbers and times roll past on the monitor. He searches for the date and time that is circled on the papers. It takes time to compare the lists, and at last, Roger has written down an IP address. The next step is to see if the IP address matches the employee’s office, or if someone else might have used their username. The technician verifies that the IP address that Roger circled belongs to the company’s financial department.

         “The day before yesterday, this IP address was used by Desiré Karlsson in financial,” he says. “It’s the same person who approved the transfers that we just saw in the logs, with the username DESKA.”

         “So all roads lead to Desiré Karlsson. Have you saved the MAC addresses, too? Media Access Control,” Roger clarifies.

         “No, we don’t usually do that. No Big Macs either – I prefer meat and potatoes with a side of traditional IP addresses,” the technician says.

         Roger looks at him without smiling.

         “Sorry, bad joke. Too much coffee today,” the technician says.

         “The IP address can be changed over time for different connections, but a device’s MAC address is usually the same and unique.”

         “Yes, I know, I know. But unfortunately, we haven’t saved them in the logs.”

         “That’s a shame. Yes, I know it’s unusual to log them,” Roger says. “But it’s good for tracing specific computers, something that would really come in handy now that we’re trying to track large sums of money.”

         “Oh really? I haven’t heard that much about what this is actually about. I guess they don’t trust us technicians.”

         Roger looks at the papers again. “The double signature explains why there are multiple IP addresses on the same transfer. These two transfers have the same transaction number, and the same date, but they have a different sum and different destination accounts. That can’t be right.”

         “That sounds strange. You haven’t read it wrong?” the technician wonders.

         “No, I’m completely sure.” Roger looks again. His head is spinning. “When the transfer is entered in and approved the first time, the sum is five thousand crowns. The second time it’s verified, it’s over a hundred million crowns. On top of that, the username is MARFO. I’ll bet that’s Marlene Fors – your finance manager.”

         “Yes, that’s right,” the technician says quietly.

         “How the heck does that add up?”

         At that moment they hear a woman’s voice behind them.

         “How’s it going?” asks Marlene Fors. “I just thought I would check that you have everything you need for your investigation.”

         Startled, Roger turns to face her. “Is there anything you’d like to tell me about the employee who the log says made the transfers?” he asks.

         “I have already spoken with the person in question, and she denies it,” says Marlene. “She was apparently going to pay some normal invoices, but the planned transfers are nowhere to be found – only these unplanned ones. As I said, we’ve launched an internal investigation about this, but the person in question has been here for thirty years with a spotless record, and after further conversations, I personally have a very hard time believing that she really would have done this on purpose. I hope that the technical investigation can give us something more to go on.”

         “I’ll see what I can do, but now that you’ve reported the matter to the police, it’s the police’s job to determine the suspects, not yours. There is a risk that person could get taken into custody.”

         “Our financial people use double signing, so all transactions have to be approved by two people,” Marlene replies. “I always approve large transfers personally. Everyone takes turns doing the second approval of transfers, so even in cases with smaller sums, I could still end up approving.”

         “Did you approve a transfer of over a hundred million crowns two days ago?”

         “I did not, though I did approve some invoices with smaller sums,” says Marlene.

      
   


   
      
         
            Chapter 3
      

         

         The office’s light yellow walls cast a grimy tint over the desks. The pale, yellow-striped curtain is drawn, blocking the window. In the middle of the room, the large work table is bare.

         Alex slouches despondently in his chair at one end of the table. Normally he’s always cleanshaven, but today, his stubble has been given free rein, and his wrinkled white shirt is suspiciously similar to the one he had on yesterday. He has barely eaten anything these past few days.

         Joakim and Ming sit quietly across the table from him, occasionally glancing in his direction but mostly just looking down at the tabletop. Ming Lee Yang brushes aside her long bangs and unconsciously plays with a couple of cloth bracelets from various festivals that adorn her left wrist. Joakim Larsson buries his rosy cheeks in his hands with his elbows on the table and sighs deeply.

         Normally Alex is a constant analyzer and architect of plans, but now he is unusually quiet. The mood has been subdued for two days now. They don’t know what to say. The shock hit them as well. At first they were confused. Now only hopelessness remains.

         Alex, who isn’t great with social contexts and usually doesn’t speak unless necessary, finally opens his mouth. “Three years ago, I got the best idea of my life. The day before yesterday, I received the worst shock of my life. The table in here was empty. It hasn’t been empty in years. Over the course of one night, everything has fallen apart. All the time we spent working for this, together, thousands of hours that we spent, sometimes around the clock. Nothing tangible is left.”

         A fly buzzes in the window.

         “We’re not going to report this. We’re not going to say anything to Hans-Åke either, as usual. If we haven’t said anything all this time, we can’t go to him and tell him this now. I have everything in my head, every equation, that’s the important thing. Even if all the work is gone, we still have the knowledge. We’ll just have to hope that it doesn’t end up in the wrong hands, but that’s what worries me most. Or rather, it’s definitely in the wrong hands because it isn’t here, but they don’t know how it works or how to use it. After all, it was a prototype, unpolished, with endless potential. I’ve called Kent, but he’s not answering. He’s off on a job in Denmark. I don’t know what our next move is.” Alex heaves a heavy sigh.

         No one says anything more.

      
   


   
      
         
            Chapter 4
      

         

         Roger returns to the police station around one o’clock, having missed lunch. He heads over to Jane Hellberg, who leans back in her office chair when he arrives.

         “Did you miss lunch today?” Jane asks.

         Roger pretends not to notice her comment.

         “I’ve been to Multitobak. It looks like they made the astronomically large transfers themselves, but they claim that that’s not the case and that the money just disappeared. And yet I can find two employees who have approved the transfers. They claim that they just made a few smaller transfers. Those are also in the logs, but the thing is, they have the same transaction numbers as the big transfers. That shouldn’t be possible. Something looks wrong. Hard to say what yet.”

         “Traces of hacking?” says Jane. “A vendetta? Inside job?”

         “At this point, we can’t rule out anything,” says Roger. “But they seem to be sure that the money is really gone. On top of this, the finance manager says that it can’t be the employee who transferred the money according to the logs.”

         “Well, as the old proverb says, the ugliest fish swim in the calmest waters,” Jane says, smiling to herself. “The prosecutor can decide that – for this case it’s Amanda Blom. Make sure to solve this as soon as possible.”

         “Naturally.”

         Roger makes an appointment with Prosecutor Amanda Blom. A while later they meet in a little conference room and he updates her about the investigation.

         She adjusts her slightly curly red hair as she listens to Roger’s report. “Okay, I’ll write you a warrant for information from the operator,” she says quickly. “You’ll get it in twenty minutes.”

         “Thanks for acting quickly,” says Roger.

         After the meeting, Roger takes a seat at his desk. He runs a background check on the relevant employees at Multitobak, but he finds no criminal past and no apparent connections between Marlene Fors and Desiré Karlsson who approved the transfers. Roger also contacts the bank that Multitobak uses. He tells them they have an ongoing investigation and asks for details about the transfers so he can verify them against the logs.

         Roger feels a pang of hunger in his stomach and goes down to The Plum Tree to eat lunch alone. They’re serving potato pancakes with pork and lingonberry, a classic. To clear his mind, he lets his thoughts wander freely and happens to think about a movie he saw the previous evening while flipping through the channels. A black and white film about an officer in India during the Second World War who was accused of a crime. Man in the Middle – yes, that was the title. He almost chokes on his second potato pancake when it suddenly hits him. Roger quickly wolfs down the last bites and hurries to his work station.

         At his desk, he digs through the papers he has brought with him from Multitobak’s IT department, finds the one he wants and goes through all the lines again. Most importantly, he checks the server’s IP address, DNS and certificates. It must be a so-called “man-in-the-middle” attack, he thinks. Unfortunately, it’s impossible to prove with these logs, but everything fits.

         A ”man-in-the-middle” attack is an incursion into the system by an unknown party, someone who lay in wait in the network until the precise moment when the transfers were made. At that moment, this unknown person pretended to have the same IP address and MAC address as Marlene Fors and managed to change the digits of both the amount and the recipient account precisely when the transfers were verified and sent off. All of this without anyone noticing anything, and presto! A hundred million crowns leave the account when Marlene Fors and her colleagues think that they’ve paid a normal invoice for a few thousand crowns.

         This unknown person must have gotten through the bank’s encryption for secure communication over the internet, which consists of an asymmetrical encryption with public keys and is used to easily make payments and transfers over the internet. But the unknown person doesn’t need to have had access to the bank card reader or anything similar that encrypted the bank transaction itself. Sometimes the amount is baked into the card reader’s verification code, but if someone has already gotten in, they could also very well have changed the information that the user saw on the screen, so that everything looked normal.

         He’s not completely sure, but it would explain the apparent double transactions and Marlene Fors’s gut feeling that it was an inside job. It’s hard, but clearly possible. Still, the probability is low that someone managed to get through the outer encryption. But the IT manager Johan Wihk said that no virus or other harmful software has been found in the system. Could that really be right? Roger wonders.

         His fingers punch in the suspicious IP address and after barely a second, the computer gives him the following:

         
            City: BERLIN
      

            Country: GERMANY
      

         

         So, Germany – that’s wild, thinks Roger. A quick check shows that the connection was made through a German telecom company that sells subscriptions and prepaid cards for cellphones. He hopes that he’s dealing with a subscription and not an anonymous prepaid card. Roger does an extra check to rule out someone having used a tunnel or something similar to fake the IP address, but nothing seems to indicate that.

         The bank contacts him with information about the transfers, and Roger quickly verifies that the amounts totaling over a hundred million crowns match what Multitobak has claimed. It is verified, then, but that doesn’t give him anything more to work with.

         He presents his findings to Jane Hellberg.

         “Why would someone in Germany want to transfer money from Sweden to Dubai?” Jane asks rhetorically.

         “There could be any number of explanations. Misappropriation, sabotage, economic terrorism. Anything from a directed attack to some hacker just testing the waters,” Roger reasons.

         “With those sums, the perp could very well be financing terrorism. God knows what terrorist groups could do with that money. This could get really ugly. We’ll have to make sure to trace them quickly. I’m going to give a heads-up to our colleagues at the Financial Police and the unit for international police cooperation. And the Security Service, of course. This case could be quite extensive, a juicy thing for the media if they find out about it, which of course they shouldn’t, at least not for a while yet.”

         “I’m going to try to find a location for the IP address in Berlin,” says Roger, “but if it’s a mobile connection, it’s going to be hard.”

         “You could trace the signal, couldn’t you?” says Jane.

         “There isn’t much to go on after the fact. You can see which cell towers the transfer has used, but you can’t pinpoint the device’s location that precisely afterwards, because the signal strength for data traffic isn’t stored. So you can’t triangulate, and the possible area will cover some overly large distance from the cell towers. A few kilometers’ radius in Berlin would be a lot to search. There would probably be a hundred thousand people in that area.”

         “Okay, you’ll have to figure it out somehow,” says Jane. “Something completely different has come up. You know that our e-mail address for tips has been getting a bunch of strange stuff. This one really takes the cake. An anonymous person wonders if the police’s digital forensics unit wants the help of a very skilled computer technician. The message insinuates that we have an especially hard case now that we need help with. Unbelievable. As if we would give out sensitive information to an anonymous person we don’t know.”

         Rogers bursts out laughing. “Sounds like an internet troll,” he says.

         At the same time, Roger wonders if it really is just a coincidence that this strange offer came now. Is someone trying to fish for information about their ongoing case? He returns to his work station.

         It’s been a long time since Roger spoke German – in fact, he probably hasn’t done it since high school. All those years that he struggled through vocabulary lists in school have never come to any use. Until now. The request to get the traffic data from the foreign operator is supposed to go through the proper channels, but that takes forever, so he calls the German cellphone operator to try to speed up the process.

         “Do you speak English?” Roger asks in English.

         “Nein,” the voice in the receiver says.

         “Okay. Guten Tag, ich heisse Roger, ich bin eine schwedische Polizei. Ich habe ein paar Fragen.”

         In rusty school German, he tells the operator that he is with the Swedish police and that he needs to know who has used an IP address. At last he makes himself understood and finds out that it has been used by an unregistered prepaid card. So there’s no name or address connected to it. He asks if there’s any more information about the prepaid card, where it was bought, where it has been used, when it has been used, if it is being used now.

         Unfortunately, they don’t know anything about location of purchase or use. They can see that it has only been used for a few hours and that it has not been used in almost two days. But they cannot release a list of data traffic without a police report and a warrant. Roger promises that the prosecutor will send the documents, and he emphasizes that information about the cell towers and unit numbers is especially important.

         “Vielen Dank. Auf Wiederhören,” he says and hangs up.

         Something hits the back of his neck, and he whirls to face his assailant. Mikael Andersson looks up over his screen and grins.

         “Have you dusted off your school German?” Mikael says, placing his airzooka in a desk drawer.

         As usual, Mikael is dressed in jeans and a T-shirt, with short cut hair and two days’ worth of stubble. He looks surprisingly energetic, considering the fact that he has a two-year-old at home who doesn’t want to sleep at night. Roger is less than thrilled about having been subjected to his colleague’s air shot. Typical Mikael, making mischief at work. Sometimes Roger wonders if all of Mikael’s drawers aren’t filled with joke items. He tries to think of a suitable revenge.

         “What doesn’t one do to amuse one’s colleagues,” Roger says, feeling that the linguistic exertion over the phone has left him a bit sweaty under the arms.

         “Auf Wienerschnitzel,” Mikael laughs.

         Roger gives his colleague a stern look, but after a moment, he cracks a faint smile.

         “I’m trying to localize a mobile device in Berlin, but it’s slow going. They’re going to send information about which cell towers were used and the time for the data traffic. It’s probably going to take some time before they send it. The perpetrator used an unregistered prepaid card that isn’t being used right now, so all I’m going to get is one or two cell towers with a reach of a few kilometers.”

         “Can’t you ask someone in Germany to watch the card in case the perp uses it again? Then you could track it.”

         “Thanks, so kind of you to offer to do that! Twenty-four seven, please.” Roger grins.

         “Yeah right.”

         “I’m also going to try to get help localizing where the card was sold,” Roger says. “In all their logistical data, there has to be something that will get us there. I’m going to get to the bottom of this.”

         “We just got something new,” Jane cuts in. “Candylette called and said they’ve also lost money from their accounts, 160 million crowns. I have a feeling that it could be related.”

         “Are the banks leaking like sieves, or what’s going on?” Roger says. “So you’re giving me more work – thanks. Sounds like I’m going to need help.”

         “Andersson will also have to work on this now,” Jane says, turning to Mikael. “You’ll have to put the stolen user details on ice for a while.”

         “Aha, okay. Ich bin ein Berliner,” Mikael says and salutes.

         “And Lina, you’ll have to investigate the lead in Dubai,” says Jane. “The data breach at the travel bureau will have to wait. Tross will fill you in on the details.”

         “Of course,” Lina says in Danish. Then, in Swedish, “I’ll take care of it.”

         Jane walks away.

         “Do you have to add that little bit of Danish sometimes just to show that you’re half Danish?” Mikael asks, smiling.

         Lina looks at him with her brown eyes and just smiles in reply as she plays with a little lock of her dark hair.

         “You don’t drink coffee, do you?” Mikael asks.

         “Precisely,” says Lina. “I might be the only one in the entire National Operations Department who drinks neither coffee nor tea. But I’m addicted to apples and bubble water.”

         “I don’t understand how you survive,” Mikael laughs.

      
   


   
      
         
            Chapter 5
      

         

         Along a cross street to the main thoroughfare walks a man in a baseball cap and sunglasses, with an angular chin. On his walk, he catches sight of an enormous church. The steep, ornamented roof bears a mosaic displaying a two-headed eagle with a crown and a coat of arms. A spire rises up beside the mosaic.

         He walks along the side of the building and emerges into an open area with a teeming crowd of people and sellers wearing hats. Turning, he gets a better view of the spire, a light-colored, squarish tower at the southern end of the church, its façade decorated with stucco. It stretches toward the heavens, looking almost twice as high as the rest of the church. He sees movement in one of the upper windows – people, he thinks. Farther up, the tower tapers to a point, which is crowned by a golden emblem, visible against the sky. Beside the tower, a shining zigzag pattern decorates an expansive roof. At first the colors are just a formless jumble, but then he sees the blue, green, white and black saw teeth running across the steep, glazed roof. They are accompanied by rows of diamonds in the same colors, with details in yellow. The grandiose entrance to the Gothic cathedral opens toward the square like an enormous funnel. He allows himself to be drawn in.

         It is dark and cool inside. He drops a coin in a metal box and then lights a candle. Slowly he sets the candle down in an empty place in the large candleholder. The flickering lights form a pattern of shining yellow dots. Then he stands silently a moment and contemplates the memory he wishes to honor. Once this moment of reverence is complete, he walks a silent circuit around the sanctuary and then emerges back into the sunlight.

         He is staying on the third floor with a view of a park. The view from the window would have been enchanting if the curtains hadn’t been drawn. The desk bathes in a red glow. His notes lie neatly on the desk, and he is ready to get started.

         Money is numbers, money is power, money is game pieces. The world is the board. The silvery gray case is opened. His face is awash in the glow of the screen. Without thinking, his fingers are already moving. He knows exactly what he is going to do. It is a liberating feeling when the money begins to pour into the account. He has been looking forward to this moment. The meaning of life. The crowning achievement is the thing that lies beside him, glowing crimson.

         Everything became clear to him in a revelation. For many gloomy years he had just tried to get his life to work, or rather, tried to put up with the world and its current events. For a while, he had considered running from everything, from his conscience, from his responsibility. But he would not have been able to live with himself. If he just gets this plan to work out, he will feel an even greater satisfaction, like starting a new life, being born again.

         His face is illuminated by the screen and the red glow. The numbers reflected on his retina are among the most beautiful things he has ever seen. His script works perfectly. The road to get here has been long, but now that the hard work is behind him, he is amazed at how easy this is.

         No one will be able to find him out.

      
   


   
      
         
            Chapter 6
      

         

         The collaboration with the German police in Berlin started relatively quickly thanks to the fact that Roger knows someone at Europol, the European police bureau. The Germans have found out that the prepaid card was bought at a stand near Hauptbahnhof in Berlin. In short order, they have also gotten a list of the data traffic from the German internet operator. To Roger’s relief, two different cell towers were used.

         There could be several reasons why two cell towers were used. Either the unit was moved during the time, or one of the towers got overloaded by all the data traffic in central Berlin, and the connection was rerouted through the other.

         Carrying out a “Man in the middle” attack requires a high degree of concentration and timing; Roger supposes that the person with the mobile device was standing still at the time. Because the data traffic has alternated between two different towers, the perpetrator must have been within reach of both of them, which reduces the search area considerably. Within that area there are some residential buildings, a couple of stores and two hotels. Still a lot to search, but the Germans have started checking previous offenders in the area and have dispatched police to go door to door and talk to the personnel in the area’s stores and hotels in case they have seen anything.

         Roger assumes that the prepaid card has been used to provide an internet connection for a computer, considering the complexity of the data breach, but he can’t rule out mobile handheld devices entirely. So they’re looking for someone with a computer or a cellphone within a number of blocks in central Berlin. That could be anyone and everyone.

         Meanwhile, Mikael has visited Candylette’s main office on the 24th
          floor of Kista Science Tower. When he returns, he briefs Roger and Lina about the visit.

         “Did you know that Candylette is the largest confectionary company in the Nordic countries? They have an awesome view from their office – you can see most of Stockholm. The company’s revenue is in the billions. People must eat a lot of candy,” Mikael concludes.

         “All right, get to the point,” says Roger.

         “They’ve also lost a whole bunch of money from their accounts,” Mikael says. “160 million crowns, to be more precise. According to their finance manager, that’s the majority of their liquid assets. Just like with Multitobak, it seems that regular bank transactions for a number of invoices have changed amount and recipient. Their bank has verified the details. What’s more, the recipient is the same Dubai account as in the case with Multitobak,”

         “Thanks, good report,” says Lina.

         Roger reflects on what they know so far. It could just as easily be a single hacker or a network of hackers behind the breaches. They could be anywhere. He knows that it’s important not to get his thoughts locked onto one hypothesis – he has to see all the possible solutions as plausible until the opposite is proven. Who is draining Swedish companies of enormous sums of money and transferring them to an anonymous bank account outside the country?

         A few million is every bandit’s wet dream, more than enough for a crook’s retirement to a South Sea island with cocktails and beach parties in the sunset. Hundreds of millions is something else entirely. Roger knows what such sums can mean, but he hardly dares to think the thought. What if terrorists are already putting the money to work in a plot somewhere in the world?

          
      

         ~ D ~
      

          
      

         Just after 8:30 PM, Roger climbs off his motorcycle and parks it under one of the two majestic oaks in front of the apartment building. He carefully wipes the dirt from one of the rearview mirrors. Roger tends to think that the two oaks make the whole yard. The building’s façade is of pale yellow plaster, with white wooden trim around the doors and windows. He has noticed that this style is common in this part of Stockholm; maybe it was the specialty of one of the city’s early architects. Roger carries his helmet under his arm and walks in through the entryway. He is a tall, well-muscled man with an imposing professional expression of self-confidence and impatience. His cheeks have small pockmarks and scars that bear witness to hard times.

         The windows in Roger’s apartment have venetian blinds but no curtains, and in one corner of the window ledge stands a lonely cactus. He puts his bag down on the floor by the door and places his helmet on the hat rack. Roger doesn’t have any energy to put into his evening meal, so he just heats up a frozen pizza in the oven. Yesterday’s dishes lay unwashed in the sink.

         The apartment’s messiness doesn’t bother him in the slightest. On the other hand, he really loves the view. From a certain angle, when the trees don’t have too many leaves, he can see the water. The kitchen is small but functional, and the smell of pizza mingles with the aroma of fresh-brewed coffee. He calls his mother while he waits for the pizza in the oven.

         “Are you eating properly?” she wonders.

         “Yes, Mom, of course I am,” Roger sighs.

         “Good,” his mother says, “but I don’t have time for you right now. I’m working in the garden and have to water the rhododendrons.”

         Everything is as usual, which is nice. One never knows, Roger thinks.

         While he eats, he skims through a magazine about diving and vaguely listens to the news in the background. But when he comes to a report about divers and coral reefs, he suddenly hurls the magazine at the wall. He has reached his limit. Thinking about diving is still hard, despite his best efforts.

         Roger has these outbursts occasionally, sometimes at inconvenient times. He doesn’t have full control of them. Many cellphones have met their doom by being smashed against the wall or the ground over the years. On multiple occasions, his friends have had to wait for him to buy a new phone before they could reach him again. But Roger always wants to have the latest model, so in a way it is actually quite practical, even if he usually changes cellphones without having destroyed the old one first.

         A soccer game is on TV, and his friend Daniel lives nearby, so he spends the rest of the evening on beer and sports. The match has already begun. He goes with light beer, since he has work the next day.

         Daniel and Roger got to know each other during their military service fifteen years ago. They were both Coastal Rangers. The placement tests lasted for two weeks, and while most people went home afterwards to tend their wounds, Roger stayed behind for a few days’ additional tests to try to qualify as an attack diver. They had to stay active virtually around the clock, swimming, carrying logs, running and keeping watch. He endured to the end, but failed due to a meaningless detail – he didn’t keep his things organized enough, and during an inspection his dream came to a sudden end.

         But the pain of this failure has long since faded, and he and Daniel have many exciting memories from their time as Coastal Rangers. They particularly enjoy reminiscing about a paddling trip that lasted for two days. After 36 hours of paddling, their commanding officer began to hallucinate. He even believed that Roger could walk on water. Shortly after that, he handed the map over to Roger, who still had his wits and took command. Somewhere, Roger has read that the majority of the population start hallucinating after a few days without sleep, while a small percentage don’t.

         To this day, Roger and Daniel laugh about the idea that Roger could apparently walk on water and at the eczema they got on their legs after the trip, which took some weeks to recover from. The feeling when they reached land was indescribable. Their bodies were still bobbing up and down as they walked across the lawn. They turned to see the sun set over the archipelago – such great memories.

         Daniel has a projector, and they enjoy the match in cinematic fashion – the action takes up almost a whole wall in the apartment. After the match, which ends 2-1 to the opposing team, they talk about women. Daniel doesn’t make any comments about Anne this time, and Roger feels that’s just as well. There’s nothing more to say. The accident is behind him now. Roger takes the chance to mention that he’s going to have some female companionship when he takes the boat out this weekend. Daniel brightens, gives his friend a satisfied look and claps him on the shoulder.

         “That’s great,” says Daniel.

         “We haven’t gotten farther than coffee yet,” says Roger.

         “Then it’ll happen this weekend,” says Daniel.

         Roger hopes that the islets, skerries and rippling water of the archipelago will set the mood. The two friends say goodbye and Roger heads home.

         He enjoys the walk. The late summer sky is shifting to twilight, and the streetlights are lit. The streets are empty and the air is fresh. It has been a good evening.

         He recalls the last time he saw his father healthy – an evening like this one. His mom and dad had treated him to dinner at home, which was always pleasant, and then all three of them had watched a movie about a family that lived out in the wilderness, and their journey through love and death. He remembers that during the whole film, he was thinking about going out drinking with his friends, which he did afterwards. Roger feels a pang of guilt that he didn’t make the most of the last time with his dad before he got sick.

         It had all gone quickly. At least it felt that way. The wooden boat that Roger inherited became a symbol of his dad’s memory. This weekend he’ll take a woman out on the boat. He’s looking forward to it.

      
   


   
      
         
            FRIDAY
      

         

      
   


  
   
    
     
      Chapter 7
     

    

    
     The rain patters against the windows on the fifth floor, and for a while, Roger thinks it would be just as well to draw the purple curtains so that he doesn’t have to see the misery. Swedish summer. Lucky that it started after he got to work. Before biking in to work this morning, he sent a message to Susanne:
    

    
     
      Good morning! I hope you’ve slept well! I’m thinking about you. Tomorrow we’ll meet at the small boat harbor on Långholmen Island at 10 AM. I’m really looking forward to it. Hugs.
     

    

    
     He dared to sign it with “hugs”. Now, just as he is about to start working, he gets a reply from Susanne:
    

    
     
      Last night I got to bed a little late, and I’m feeling it today. But tomorrow I’ll be wide awake. I’m thinking about you too. It will be really nice to see your boat! Hugs and kisses.
     

    

    
     She hasn’t signed off with kisses before. What could it mean? Is it just an expression, or does it mean something more? Should he also have written kisses? Roger tries to suppress these thoughts and concentrate on his work. After all, he is on the clock.
    

    
     He works feverishly with the Berlin lead and finds out that the German police have gotten a report about a person at one of the hotels in the suspected area who refuses to leave his room. According to the staff, he seems to be generally difficult.
     
      Finally, something to go on
     , he thinks and asks them to keep him
    

    
     He is interrupted when he hears someone shouting, “Tross, now we’ve got trouble again!” Jane Hellberg comes charging toward him across the office floor.
    

    
     “What kind of trouble?” Roger wonders.
    

    
     “More money missing,” says Jane. “Pierre Spirits Sweden has apparently lost 155 million crowns from their accounts. Something tells me that it could be related – maybe the fact that the money was transferred to a bank account in Dubai. I want you to look into it.”
    

    
     “I’m drowning in work!” Roger cries.
    

    
     “This is similar to the ongoing investigation, so it’s not really that bad,” Jane says. “See to it that you find them so that it doesn’t continue.” She turns and heads back to her office.
    

    
     “What do you think I’m doing!” Roger shouts after her.
    

    
     The mysterious perpetrators have apparently gone after the old Swedish Alcohol Corporation which now has been bought by French Pierre Spirits. Roger recalls hearing about the purchase on the news.
    

    
     “Andersson,” Roger shouts to Mikael, “it seems that the perpetrators are into tobacco, liquor and confectionaries.”
    

    
     “Perhaps they enjoy the finer things in life,” Mikael shouts back. “Or perhaps not,” he adds with a grin.
    

    
     “I’ll go out this time,” Roger says.
    

    
     He looks out through the windows and sees that it has stopped raining.
     
      Perfect
     , he
    

    
    

    
     ~
    

    
    

    
     It’s time for Roger’s motorcycle to get back to work, and now it carries him across Västerbron Bridge and along a main street through a crowded neighborhood. After the Liljeholm Bridge, he takes an immediate right turn onto a road that curves down under the bridge and past some houseboats. Then he cruises onward past some office blocks by the docks. Up ahead, the Swedish Alcohol Corporation used to have a large building and spacious warehouses in five caves, with fermented drinks in enormous cisterns. From there, they used to transfer the drinks to the pier to be shipped out. That was before the state-owned Swedish Alcohol Corporation was sold.
    

    
     The neighborhood has changed a lot since then. Newly-built apartments now stand along the waterside, with high rises towering over the other buildings, and the caves have become garages and archives. As Roger parks his motorcycle, he wonders how many shots he has downed on Midsummer, at crayfish parties and other events held to the glory of Bacchus over the course of the years. Quite a few. His favorite is absinthe. As he enters through the white office complex’s glass doors, he wonders if they are going to offer him anything to drink at Pierre Spirits. But the chances are probably minimal.
    

    
     The finance manager at Pierre Spirits receives Roger in her bright office with a view of a green park and the bay, where a boat is chugging along toward the bridges in the distance.
    

    
     The view of the water makes Roger think of his weekend date with Susanne and how they are going to glide along in his boat. He pushes the thought aside and focuses on the finance manager’s story.
    

    
     In a low, calm voice, she
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